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Presenter
Presentation Notes
Welcome to the training program covering PeopleSoft Security Reports…………………




B
Learning Objectives

» Discuss the main objectives of the security review

» Explain the purpose of the PeopleSoft Security
reports

» Demonstrate ways to manage the information in
the reports

» Provide examples of what to review in the reports
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Presenter
Presentation Notes
This training is directed towards those individuals who are responsible for reviewing user access to the university’s computer systems.
The objectives of this training program are to:

Discuss the main objectives of the security review and .  

Explain the purpose and the key information in the PeopleSoft Security reports 

Given the vast amount of information presented, these reports can be challenging to work with.   We will demonstrate how to filter the information for a particular reviewer, as well as provide examples of specific items the reviewer should look for when analyzing each of the reports.



®
Definitions

» Segregation of Duties: A single individual should
not have control over two or more consecutive
phases of a transaction or operation.

» University Computer Systems: This includes Web
Applications, Financial, Student, and Human
Resource systems.

» User Roles: The information or functions a user
nas access to within the University’s computer
systems.
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Presentation Notes
Before we get into the material, there are a few terms we need to be clear on.

Segregation of duties is a basic internal control and one of the most difficult to achieve. For a proper segregation of duties, managers must complete an evaluation of the financial processes.  Segregation of duties helps to prevent or detect errors or irregularities in a timely basis in the normal course of business. 

Segregation of duties provides two benefits: 1) fraud is more difficult to commit because it requires collusion of two or more persons, and 2) it is much more likely that errors will be identified.  A basic concept is that no single individual should have control over two or more consecutive phases of a transaction or operation. For example, the same person should not collect cash, make deposits, and reconcile the bank accounts. 

For the purpose of this program, when we refer to the University Computer systems we are specifically referencing 4 computer systems.  They are Web Applications, PeopleSoft Financial, PeopleSoft student, and the PeopleSoft Human Resources Systems.

Within the University’s computer systems, user roles are the functions or system features a person has access to.  They tell the system what a person may do within the system.  An objective of this session is to help the reviewer ensure this access is in line with an individual’s roles and responsibilities at the University.







D
Objectives of Access Control

» Enforces the concept of segregation of duties

» Prohibits a person from doing actions beyond the
scope of his/her authority

» Enhances privacy of information
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Presentation Notes
A major element in the system of internal controls is the ability to restrict what a person may do within the University’s Computer systems.  By properly matching a person’s system access with their role and responsibilities the system: 

Enforces the concept of segregation of duties 

Prohibits a person from doing actions beyond his/her scope of authority. For example, a person who has no responsibility for handling cash should not have the ability to enter a Cash Receipts Report.

Enhances privacy of information by restricting the information someone has access to.  For example, an individual should not have access to the Human Resources system unless it is necessary for their job. This helps to prevent disclosing personnel information. 

Thus, access control is a very important component of the university's security and control processes. As such, the University requires managers to periodically review the access assignments provided to their subordinates.  Monthly, the Data Administration and Technical Services department provides user access reports and managers are to review and make required adjustments to an individual’s access rights.  

In addition to the monthly review, managers are required to review user access information semiannually and provide a positive confirmation that the review has been performed and necessary adjustments have been made.



D
Security Reports to Review

» PeopleSoft Financials User Access

» Web Applications User Access

» PeopleSoft Human Resources User Access
» PeopleSoft Student Administration

» Commerce Connection
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Presentation Notes
There are 5 reports that should be periodically reviewed.  These are:

The PeopleSoft Financials User Access

Web Applications or Web Apps User Access

PeopleSoft Human Resources User Access

PeopleSoft Student Administration

Commerce Connection

Each of these reports and the reviews that should be performed are discussed in this session.
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Working with the Reports
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. Busin A Department Empl  Ope Last Dept
UserName | EmpliD OperlD Assigned Role Unil = Division | Name |v| Recd®|ilv o ~| Chang ~
User, number 1 10249192 AARCOND APPROVER ROL P05t Academic Affairs 0 04/27111 12:09 PM

User, number 1 10249192 AAROND &Pro Reg-Receiving User ROLLA  Provost Academic Affairs 0 0412711 12:09 PM
User, number 1 10249192 AAROND APPO-End User-Non-PO Vaucher ROLLA  Provost Academic Affairs 0 0412711 12:09 PM
User, number 2 01013737 ABBOTTY UPG_QTDISPLA ROLLA  Office of Administrati Business Senices 0 05/0311 10:41 AM
User, number 2 01013797 ABBOTTJ &Pro Reg-Receiving User ROLLA  Office of Administratih Business Senvices 0 05/0311 10:41 AM
User, number 2 01013797 ABBOTTJ UPG_CHARTFLD ROLLA  Office of Administrati Business Senvices 0 05/0311 10:41 AM
User, number 2 01013797 ABBOTTJ CCM End User ROLLA  Office of Administrath Business Senvices 0 05/03/11 10:41 AM
User, number 2 01013797 ABBOTTJ ARBI-End User ROLLA  Office of Administrati Business Senvices 0 05/0311 10:41 AM
10 User, number 2 01013797 ABBOTTJ APPROVER ROLLA  Office of Administrati Business Senvices 0 05/0311 10:41 AM
11 |User, number 2 01013797 ABBOTTJ APPO-End User-Non-PO Voucher ROLLA  Office of Administrath Business Senvices 0 05/03/11 10:41 AM
12 User, number 3 01027942 ABBOTTE APPROVER COLUM  Veterinary Medicine Veterinary Pathobiole 0 05/0511 01:37 PM
13 User, number 3 01027942 ABBOTTE ARBI-End User COLUM  Veterinary Medicine Veterinary Pathobiolc 0 05/05M11 01:37 PM
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14 |User, number 3 01027942 ABBOTTE GM-PI COLUM  Veterinary Medicine Veterinary Pathobiolc 05/05111 01:37 PM
15 User, number 3 01027942 ABBOTTE ePro Reg-Receiving User COLUM  Veterinary Medicine Veterinary Pathabiolc 05/0511 01:37 PM
16 User, number 3 01027942 ABBOTTE APPO-End User-Non-PO Vaucher COLUM  Veterinary Medicine Veterinary Pathabiolc 05/05M11 01:37 PM
17 User, number 4 01037689 ABBOTTG &Pro Reg-Receiving User ROLLA  Academic&Instructior Civil, Arch & Environ 05/0511 11:04 AM
18 User, number 5 12161757 ABELB ePro Req-Receiving User COLUM  Medicine Med Pharmacology No Record of Login
19 \User, number & 10247034 ABELLK ePro Reg-Receiving User KCTY  Vice Chancellor Stud Housing Systems 0312/08 10:22 AM
20 |User, number 6 10247034 ABELLK Appraver ONLY KCTY  Vice Chancellor Stud Housing Systems 0312/03 10:22 AM
21 |User, number 6 10247034 ABELLK APPO-End User-Non-PO Vaucher KCTY  Vice Chancellor Stud Housing Systems 0312/03 10:22 AM
22 |User, number 6 10247034 ABELLK APPROVER KCTY  Vice Chancellor Stud Housing Systems 0312/08 10:22 AM
2
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Presenter
Presentation Notes
At first glance, the user access reports can appear huge, and they are rather voluminous.  As delivered, their size makes it difficult to perform a meaningful review.   It is easy to reduce these reports to a manageable size.  

A reviewer is only concerned with the users in their area of responsibility.   Given this, it is helpful  for the reviewer to condense the report so it contains only those users in the reviewer’s Business Unit, Division, and Department.   We’ll demonstrate how is this done?

Notice the down arrows at the top of the columns. These arrows allow filtering of information necessary for the review.  To demonstrate, consider someone wanted to include only those users at Missouri University of Science and Technology, which is the Rolla Business Unit.  
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Working with the Reports

Last Dept
Login = Changi ~

04/27/11 12:09 PM

04/27/11 12:09 PM

04/27/11 12:09 PM

05/03/11 10:41 AM

05/03/11 10:41 AM

05/03/11 10:41 AM

05/03/11 10:41 AM

05/03/11 10:41 AM

05/03/11 10:41 AM

05/03/11 10:41 AM

Business
Unit -

Department Empl Ope
Name | Recé~ o~
‘ wa Academic Affairs 0
vost Academic Affairs
Provost Academic Affairs
Office of Administrativ Business Semvices
Office of Administrati Business Semvices
Office of Administratiy Business Semvices
Office of Administrativ Business Semices
Office of Administrativ Business Semvices
Office of Administrati Business Semvices
Office of Administratiy Business Semvices

User Name EmpliD Division

10249192
10249192
10249192
01013797
01013797
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01013797
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01013797

OperlD

AAROND
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ABBOTT
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Assigned Role

APPROVER [4] sortAtoz
ePro Reg-Rece z|
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APPO-End Us
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number 1
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ARBI-End Use
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V-1
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APPO-End Us
ePro Reg-Rece
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ePro Reg-Rece
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AFFEU-ENd U
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Veterinary Medicine
Veterinary Medicine
Veterinary Medicine
Veterinary Medicine
Veterinary Medicine

Veterinary Pathobiolc
Veterinary Pathobiolc
Veterinary Pathobiolc
Veterinary Pathobiolc
Veterinary Pathobiolc

Academic&Instructior Civil, Arch & Environ

Medicine
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05/05/11 01:37 PM
05/05/11 01:37 PM
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05/05/11 01:37 PM
05/05/11 01:37 PM
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Presentation Notes
They would start by clicking on the down arrow at the top of the Business Unit column.  This presents a number of options.  For this example, to filter the contents of the column to include only the Rolla business unit: 
 
click on       Text Filters. 

By default, all of the business units are selected.  To narrow the report to all individuals in the Rolla business unit, first:

click    Select all    to deselect all the other business units.

then click in the box adjacent to     ROLLA     and 

click OK.
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Working with the Reports

B [ b E F [€] J K
. Business . Department Last Dept
User Name = EmplID OperlD Assigned Role Unit |7 Division = Name e +) Changl~
10249192 AAROND APPROVER ROLLA Provest Academic Affairs 04/27111 12:09 PM
10249192 AAROND ePro Reg-Receiving User ROLLA Provost Academic Affairs 04/27/11 12:09 PM
10249192 AAROND APPO-End User-Mon-PO Voucher ROLLA Provest Academic Affairs 04/27111 12:09 PM
01013797 ABBOTTJ UPG_QTDISPLA ROLLA Office of Administrati Business Services 058/03/11 10:41 AM
01013797 ABBOTTJ ePro Reg-Receiving User ROLLA Office of Administrativ Business Semvices 05/03/11 10:41 AM
01013797 ABBOTTJ UPG_CHARTFLD ROLLA Office of Administrati Business Services 08/03/11 10:41 AM
01013797 ABBOTTJ CCM End User ROLLA Office of Administrati Business Semvices 05/03/11 10:41 AM
01013797 ABBOTTJ ARBI-End User ROLLA Office of Administrati Business Semvices 05/03/11 10:41 AM
01013797 ABBOTTJ APPROVER ROLLA Office of Administrati Business Senvices 05/03/11 10:41 AM
01013797 ABBOTTJ APPO-End User-MNon-PO Voucher ROLLA Office of Administrati Business Senvices 05/03/11 10:41 AM
01037689 ABBOTTG ePro Reg-Receiving User ROLLA Academic&Instructior Civil, Arch & Environ 05/05/11 11:04 AM
10247034 ABELLK ePro Reg-Receiving User ROLLA Vice Chancellor Stud Housing Systems 03/12/08 10:22 AM
number & 10247034 ABELLK Approver ONLY ROLLA Vice Chancellor Stud Housing Systems 03/12/08 10:22 AM
number & 10247034 ABELLK APPO-End User-Mon-PO Voucher ROLLA Vice Chancellor Stud Housing Systems 03/12/08 10:22 AM
number & 10247034 ABELLK APPROVER ROLLA Vice Chancellor Stud Housing Systems 03/12/08 10:22 AM
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Presenter
Presentation Notes
The report has now been condensed to include only those users in the Rolla business unit.

By repeating this process for the    Division…………….. and Department ……………………………… the report can be further condensed to contain only those users for which the reviewer is responsible.   



.

Working with the Reports

. Business .. Department Empl  OperlD Last

EmpliD OperlD Assigned Role - Unit |7 Division Name +| Rec# ~ | Locke: ~ Lo
10249192 AAROMND APPROVER 4] | sotatoz Academic Affairs 0 04/27/11 121
10249192 AAROMD ePro Reg-Receiving User Z|| sortztoa Academic Affairs 0 04/27111 12:

" 10249192 AAROND APPO-End User-Mon-PO Voucher A B Academic Affairs 0 04/27/11 121
" 01013797 ABBOTTJ UPG_QTDISPLA =ort by Colar * |Business Senices 0 05/03/11 10:
" 01013797 ABBOTTJ ePro Reg-Receiving User i Business Senices 0 05/03/11 10:
" 01013797 ABBOTTJ UPG_CHARTFLD Filter by Color , |Business Senices 0 05/03/11 10
" 01013797 ABBOTTI CCM End User ) Business Senices 0 05/03/11 10:
" 01013797 ABBOTTJ ARBI-End User Text Filters > |Business Senices 0 05/03/11 10:
" 01013797 ABBOTTI APPROVER )...D{5E|E.:m||) . |Business Services 0 05/03/11 10
" 01013797 ABBOTTJ APPO-End User-Mon-PO Voucher -] Academic&Instruction Depts Business Semnices 0 05/03/11 107
" 01037689 ABBOTIG ePro Reg-Receiving User -] Chancellors Office Civil, Arch & Environ 0 05/06/11 11:
" 01009797 FRIEDA ePro Reg-Receiving User ~[JEnroliment Management  |=| |Energy Research anc 0 05/04/11 10:
" 01009797 FRIEDA APPO-End User-Mon-PO Voucher -] Global Learning Energy Research anc 0 05/04/11 10:
" 01009797 FRIEDA ARBI-End User [ Graduate Studies Energy Research anc 0 05/04/11 10:
" 01009797 FRIEDA GM-PI ~[JInfo Access &Tech Services Energy Research anc 0 05/04/11 10-
" 10206574 SNODGRAS APPO-End User-Non-PO Voucher ~[10ffice of Administrative Sen | |Environmental Resea 1 05/05/11 01:
" 10206574 SNODGRAS APPROVER ~L]Office of Student Affairs Environmental Resea 1 05/05/11 01:
: 10206574 SNODGRAS GM-PI 1 [ i d » Environmental Resea 1 05/05/11 01:
10206574 SNODGRAS UPG_QTDISPLA Environmental Resea 1 05/05/11 01

" 10206574 SNODGRAS UPG_RPTQUERY Environmental Resea 1 05/05/11 01
" 10206574 SHODGRAS ePro Reg-Receiving User .:|Environmental Resea 1 05/05/11 01:
" 10233090 ADAMSPAT APPO-End User-Mon-PO Voucher ROLLA Academic&Instructior Geological Sciences 0 05/05/11 02:
" 10233090 ADAMSPAT ARBI-End User ROLLA Academic&Instructior Geological Sciences 0 05/05/11 02:
" 10233090 ADAMSPAT GM-FI ROLLA Academic&Instructior Geological Sciences 0 05/05/11 02:
" 10247122 AHRENSCS APPROVER ROLLA Info Access & Tech Sinformation Technolog 0 04/05/11 02:
" 10247122 AHRENSCS CCM End User ROLLA Info Access & Tech Sinformation Technolog 0 04/05/11 02:
" 10247122 AHRENSCS ePro Reg-Receiving User ROLLA Info Access & Tech £information Technolog 0 04/05/11 02:
" 10234138 CANDACEA ePro Req-Receiving User ROLLA Office of Student Af Student Life 0 Mo Record o
" 01022661 MARLEME APPO-End User-Mon-PO Voucher ROLLA Academic&Instructior Chemical & Biologice 0 04/28/11 01:
" 01022661 MARLEME ePro Reg-Receiving User ROLLA Academic&Instructior Chemical & Biologics 0 04/28/11 01:
" 01022661 MARLEME GM-FI ROLLA Academic&Instructior Chemical & Biologice 0 04/28/11 01:
" 01022661 MARLEME APPROVER ROLLA Academic&Instructior Chemical & Biologics 0 04/28/11 01:
: 10195697 LISAJ APPO-End User-Mon-PO Voucher ROLLA Office of Administrativ Accounting/Fiscal Se 0 05/05/11 02:
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Presentation Notes
To continue with our example and filter the report by   Division,      

click on the arrow next to the column Division and a drop down box will appear.  

By clicking on the  Box Select All, the other boxes will be cleared.
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Working with the Reports

EmpliD OperlD Assigned Role B"fj'""i‘t’“  Division D"mﬁ‘:}"‘ - I_E;"c"; - L?EP‘::Q Lﬁi
; 10249192  AAROND APPROVER SortAtoZ Academic Affairs 0 04/27/11 12

10249192 AAROND ePro Reg-Receiving User artZto A Academic Affairs 0 04/27/11 13
" 10249192 AAROND APPO-End User-Mon-PQ Voucher B Academic Affairs 0 04/27/111 12
" 01013797 ABBOTTJ UPG_QTDISPLA S S Business Senvices 0 05/03/11 10
" 01013797 ABBOTTJ ePro Reg-Receiving User Business Semices 0 058/03/11 10
: 01013797 ABBOTTJ UPG_CHARTFLD Filter by Calor Business Services 0 05/03/11 10

01013797 ABBOTTY CCM End User ) Business Senices 0 05/03/11 10
" 01013797 ABBOTT ARBI-End User Text Filters Business Senices 0 05/03/11 10
" 01013797 ABBOTTJ APPROVER [ Global Learning Business Services 0 05/03/11 10
" 01013797 ABBOTTJ APPO-End User-Mon-PO Voucher [ Graduate Studies Business Semices 0 05/03/11 10
" 01037689 ABBOTIG ePro Reg-Receiving User -[] Info Access & Tech Services Civil, Arch & Environ 0 05/05/11 11
" 01009797 FRIEDA ePro Reg-Receiving User --[_] Office of Administrative Ser Energy Research anc 0 05/04/11 10
" 01009797 FRIEDA APPO-End User-Mon-PO Voucher -] Office of Student Affairs Energy Research anc 0 05/04/11 10
" 01009797 FRIEDA ARBI-EndUSET )----Provost = |Energy Research anc 0 05/04/11 10
" 01009797 FRIEDA GM-PI [ Sponsored Programs Energy Research anc 0 05/04/11 10
" 10206574 SMNODGRAS APPO-End User-Mon-PO Voucher ~[]Undergraduate Studies Environmental Resea 1 05/08/11 01
" 10206574 SNODGRAS APPROVER L] University Advancement Emvironmental Resea 1 05/05/11 01
" 10206574 SMODGRAS GM-PI 4 1 ¢ Environmental Resea 1 05/05111 01
" 10206574 SMODGRAS UPG_QTDISPLA ) Environmental Resea 1 05/05/11 01
" 10206574 SMNODGRAS UPG_RPTQUERY [ oK l [ Cancel Environmental Resea 1 05/05/11 01
" 10206574 SNODGRAS ePro Reg-Receiving User .:|[Environmental Resea 1 05/05/11 01
" 10233090 ADAMSPAT APPO-End User-Mon-PO Voucher ROLLA Academic&Instructior Geological Sciences 0 05/05/11 03
" 10233090 ADAMSPAT ARBI-End User ROLLA Academic&Instructior Geological Sciences 0 05/05/11 03
" 10233090 ADAMSPAT GM-PI ROLLA Academic&lnstructior Geological Sciences 0 05/05/11 03
" 10247122 AHRENSCS APPROVER ROLLA Info Access & Tech SInformation Technolog 0 04/05/11 03
" 10247122 AHRENSCS CCM End User ROLLA Info Access & Tech Slnformation Technolog 0 04/05/11 02
" 10247122 AHRENSCS ePro Reg-Receiving User ROLLA Info Access & Tech Slnformation Technolog 0 04/05/11 03
" 10234138 CANDACEA ePro Req-Receiving User ROLLA Office of Student Af Student Life 0 Mo Record 4
" 01022661 MARLENE APPO-End User-Mon-PO Voucher ROLLA Academic&Instructior Chemical & Biologics 0 04/28/11 01
" 01022661 MARLENE ePro Reg-Receiving User ROLLA Academic&lnstructior Chemical & Biologicz 0 04/28/11 01
" 01022661 MARLENE GM-PI ROLLA Academic&lnstructior Chemical & Biologics 0 04/28/11 01
" 01022661 MARLENE APPROVER ROLLA Academic&Instructior Chemical & Biologicz 0 04/28/11 01
" 10195697 LISAJ APPO-End User-Mon-PO Voucher ROLLA Office of Administrativ Accounting/Fiscal Se 0 05/05/11 03
" 10195697 LISAJ ePro Reg-Receiving User ROLLA Office of AdministrativAccounting/Fiscal Se 0 05/05/11 03
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Presentation Notes
Now select the division you need, in this case the     Provost’s,     and the report will eliminate all divisions but the Provost’s. 
     

Then click OK. 


B
Working with the Reports

. i s Empl  OperlD
EmplID OperiD Assigned Role . Division +| Reci~|Lockel
10249192  AAROND APPROVER %1 SortAtoZ 0
10249192 AAROND ePro Reg-Receiving User
10249192  AAROND APPO-End User-Mon-PO Voucher
10254933 BAGGETTS APPO-End User-Non-PO Voucher sort by Color
10264933 BAGGETTS ARBI-End User
02013245 BATARICK. APPO-End User-Mon-PO Voucher
02013245 BATARICK. APPROVER
02013245 BATARICKJ ARBI-End User Text Eilters
02013245 BATARICKJ ePro Reg-Receiving Usgg é.m (Select All)
10260646 BOLESC APPO-End User-Mon-PO Voucher .. ] Academic Affairs
10260646 BOLESC ARBI-EPd User  ROLLA ] i
01013736 MBREUER APPO-End User-Mon-PO Voucher  ROLLA 1
01013736 MBREUER ARBI-EPd Us@r ROLLA ]
01013736 MBREUER ePro Reg-RecevingUser — ROLLA | | =
10252381 BROWNCARO APPO-End User-Mon-PO Voucher
10262381 BROWMNCARO ARBI-End User
10252381 BROWNCARO ePro Reg-Receiving User
10247026 TKCHR ePro Reg-Receiving User
10247026 TKCHR APPROVER
01017695 MDAMNIELS APPO-End User-Mon-PO Voucher
01017695  MDAMNIELS ARBI-End User :
01017695  MDANIELS CCM End User Provost Academic Affairs
01017695  MDANIELS GM-PI Provost Academic Affairs
01017695  MDANIELS ePro Reg-Receiving User Provost Academic Affairs
01014821 PATDAVIS APPO-End User-Mon-PO Voucher Provost Academic Affairs
01014821 PATDAVIS APPROVER Provost Academic Affairs
01014821 PATDAVIS CCM End User Provost Academic Affairs
01014821 PATDAVIS GM-PI Provost Academic Affairs

SortZto A

05/02/11 10
05/02/11 100
05/02/11 100
05/02/11 10

el B o D o R o R o R o R o Y o L o B o R R o R e e I R e R o R e e [ R R O e R e e O
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Presentation Notes
To continue with our example you would now filter the report by department.  

To start Click on the box adjacent to the column        “Department Name” 

and a drop down box will appear.  

By clicking on      Select all the other departments will be de-selected.


.

Working with the Reports

UMSYSTEM.EDU

. Business . Department Empl OperlD as
EmplID OperlD Assigned Role Unit ¥ Division K Name ~ I - I e
10249192 AAROND APPROVER ROLLA 4| sortatoz 0 04/27111
10249192 AAROND ePro Reg-Receiving User ROLLA Z|| sertztoa 0 04/27/111
" 10249192 AAROND APPO-End User-Non-PO Voucher ROLLA . - 0 04/27/111
" 10254933 BAGGETTS APPQ-End User-Non-PO Voucher ROLLA soltibycolo] ' 0 04/2911 0
" 10254933 BAGGETTS ARBI-End User ROLLA & 0 04/29/111 0
" 02013245 BATARICKJ APPO-End User-Non-PO Voucher ROLLA b 0 04/27/111 0
" 02013245 BATARICKJ APPROVER ROLLA 0 04/27111 0
" 02013245 BATARICKJ ARBI-End User ROLLA JIECEHED ' 0 04/2711 0
" 02013245 BATARICKJ ePro Reg-Receiving User ROLLA W] (Select A 0 04/27/111 0
" 10260646 BOLESC APPOCN Doerman-ro voaenar FAW MLy > Academic Affairs 0 05/04/11 1
" 10260646 BOLESC ARBI-End User ROLLA [ Institutional Research 0 05/04/111
" 01013736 MBREUER APPO-End User-MNon-PO Voucher ROLLA [l international Affairs 0 04/25111 0
" 01013736 MBREUER ARBI-End User ROLLA [CLibrary & Learning Resources 0 04/25/11 0
" 01013736 MBREUER ePro Reg-Receiving User ROLLA -] Office of the Provast 0 04/25/11 0
" 10252381 BROWNCARO APPO-End User-Non-PO Voucher ROLLA 0 05/05/11 0
" 10252381 BROWNCARO ARBI-End User ROLLA 0 05/05/11 0
" 10252381 BROWNCARQ ePro Reg-Receiving User ROLLA 0 05/05/11 0
" 10247026 TKCHR ePro Reg-Receiving User ROLLA 0 0413111
" 10247026 TKCHR APPROVER ROLLA 0 04/13/111
" 01017695 MDAMIELS APPO-End User-Mon-PO Vo ERer RO ) [ ok | [ conce 0 03/29/11 0
" 01017695 MDANIELS ARBI-End User ROLLA 0 03/29M110
" 01017695 MDANIELS CCM End User ROLLA Pravost Academic Affairs 0 03/29M11 0
" 01017695 MDAMIELS GM-PI ROLLA Provost Academic Affairs 0 03/29M110
" 01017695 MDANIELS ePro Reg-Receiving User ROLLA Provost Academic Affairs 0 03/29M110
" 01014821 PATDAVIS APPO-End User-Non-PO Voucher ROLLA Provost Academic Affairs 0 05/02/11
" 01014821 PATDAVIS APPROVER ROLLA Provost Academic Affairs 0 05/02/11
" 01014821 PATDAVIS CCM End User ROLLA Provost Academic Affairs 0 05/02/11
" 01014821 PATDAVIS GM-PI ROLLA Pravost Academic Affairs 0 05/02/11
" 01014821 PATDAVIS ePro Reg-Receiving User ROLLA Provost Academic Affairs 0 05/02/11
" 01021423 MGRISHAM APPO-End User-Non-PO Voucher ROLLA Provost Academic Affairs 0 04/1311
" 01021423 MGRISHAM CCM End User ROLLA Provost Academic Affairs 0 04/13/11
" 01021429 MGRISHAM GM-PI ROLLA Provost Academic Affairs 0 04/13/11
" 01037989 HAUGM APPO-End User-Non-PO Voucher ROLLA Provost Library & Learning Re 0 04/21/11 0
" 01037989 HAUGM ARBI-End User ROLLA Provost Library & Learning Re 0 04/2111 0
" 01019078 JEANIE APPROVER ROLLA Provost International Affairs 0 04/25/111
" 01019078 JEANIE ePro Reg-Receiving User ROLLA Provost International Affairs 0 04/25/111
" 01026617 KELLEMS APPO-End User-Non-PO Voucher ROLLA Provost International Affairs 0 04/26111 0
" 01014947 RMERRELL APPO-End User-Non-PO Voucher ROLLA Provost Library & Learning Re 0 05/05/11 0
" 01014947 RMERRELL ePro Reg-Receiving User ROLLA Provost Library & Learning Re 0 05/0511 0
" 1025649 WICelFrs & APPRO) = Bl A Broun Office of the Provp (] (15/04/11
P . :
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Presenter
Presentation Notes
To filter the report for only the department of Academic Affairs,      click on the appropriate box 


And  select OK. 


B
Working with the Reports

. s Department Empl OperlD

EmplID OperlD | _ Assigned Role Division T Name 7| Rec# ~ | Locke: *

10249192  AAROMD AFPPROVER Provost Academic Affairs 0 04/27/111
10248192 AAROMD ePro Reg-Receiving User Provost Academic Affairs 04/27M11
10249192  AAROMD APPO-End User-Non-PO Voucher Provast Academic Affairs 04/27/111
01017695 MDAMIELS APPO-End User-Non-PO Voucher Provast Academic Affairs 03/29/11
01017695 MDAMIELS ARBI-End User Provost Academic Affairs 03/29/M11
01017695  MDAMIELS CCM End User Provost Academic Affairs 03/28M11
01017695 MDAMIELS GM-FI Provost Academic Affairs 03/29/11
01017695 MDANIELS ePro Reg-Receiving User Provost Academic Affairs 0372911
01014821 PATDAVIS APPO-End User-Non-PO Voucher Provast Academic Affairs 05/02/11
01014821 PATDAVIS APPROVER Provast Academic Affairs 05/02/11
01014821 PATDAVIS CCM End User Provost Academic Affairs 05/02M11
01014821 PATDAVIS GM-FI Provost Academic Affairs 05/02/11
01014821 PATDAVIS ePro Reg-Receiving User Provost Academic Affairs 05/02/11
01021429 MGRISHAM APPO-End User-Mon-PO Voucher Provost Academic Affairs 041311
01021429 MGRISHAM CCM End User Provast Academic Affairs 041311
01021429 MGRISHAM GM-PI Provast Academic Affairs 041311
01025537 BPALMER APPO-End User-Mon-PO Voucher Provost Academic Affairs 04/26M1
01025537 BPALMER APPROVER Provost Academic Affairs 04/26/11
01025537 BPALMER CCM End User Provost Academic Affairs 04/26/M11
01025537 BPALMER GM-FI Provast Academic Affairs 04/26/11
01025537 BPALMER ePro Reg-Receiving User Provost Academic Affairs 04/26/11
01046884 BYFIELDR APPO-End User-Non-PO Voucher Provast Academic Affairs 01724111
01046884 BYFIELDR APPROVER Provost Academic Affairs 01724711
01046884 BYFIELDR GM-FI Provost Academic Affairs 0172411

Lo R o R o N R e e R O e o R R I e e O e e O R e e R e e
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Presenter
Presentation Notes
The report has now been filtered to include only 
 the Missouri University of Science and Technology (the Rolla Business Unit), 


 the Provost’s Division, and


  the Department of Academic Affairs.

The report is now condensed to include only those areas the reviewer is responsible for making the review process much more manageable. 


B
PeopleSoft Financials User Access Report

» This is report FSPRD90
» Lists:

> All users with access to PeopleSoft Financials System
> The roles assighed to each user

UMSYSTEM.EDU AdVancmngssour 1


Presenter
Presentation Notes
The first report discussed is the PeopleSoft Financials User Operator Access Report. (Click) 

This report lists all users within the PeopleSoft Financials system     (Click) and the roles assigned to each user.  


The reviewer should check to ensure the role assigned to an individual is consistent with his/her job function.  For example, does someone have the ability to input a Cash Receipts Report (CRR) when they do not handle cash? The converse also applies.  Does someone who handles cash not have CRR Access? 



B
PeopleSoft Financials User Access Report

» Roles are activities a user may perform within the
PeopleSoft Financials System

» Examples include:

> AM-Transaction Maintenance: Maintain information
in the Asset Management System

> ARBI-Bill Entry: Enter billing for grants and contracts

> EPEX-Expenses—Manager: Approve expense reports,
travel authorization, and cash advances

233>

UMSYSTEM.EDU AdVancmngssour 1


Presenter
Presentation Notes
User Roles are the activities a user has access to or the functions they may perform within the PeopleSoft Financials system.  
 
 Roles include activities such as:

 AM-Transaction Maintenance –   which is used to create and maintain records in the Asset Management System. 

ARBI-Bill Entry –  used to enter billing information for grants and contracts and miscellaneous receivables

EPEX – Expenses Manager-   which gives the ability to Approve expense reports, travel authorization and Cash Advances


.

PeopleSoft Financials User Access Report

A2595 - F23
Fﬁ\ B C D 3 | I r | S H [ J K
. Busi . . rtment Empl  OperlD Last Dept
1 User Name [ EmpliD OperlD Assigned Role = Uni! w *ISIOH K — | Recd~|lLockel e ~ | Chang(~
2 |Aa, DK " 10249192 AAKOO0K APPROVER ROLLA Provost Academic Affairs 0 04/2711 12:09 PM
3 |Aa,DK " 10249192 AAOOOX ePro Reg-Receiving User ROLLA Provost Academic Affairs 0 04/27/11 12:09 PM
4 |Aa, DK T 10249192 AAXQUX APPO-End User-Non-PO Voucher ROLLA Provost Academic Affairs 0 04/27M1112:09 PM
5 |Ab,JE " 01013797 ABJEXKX UPG_QTDISPLA ROLLA Provost Academic Affairs 0 05/0311 10:41 AM
6 Ab JE " 01013797 ABJEXKK ePro Req-Receiving User ROLLA Provost Academic Affairs 0 05/03/11 10:41 AM
7 |Ab,JE " 01013797 ABJEXXX UPG_CHARTFLD ROLLA Provost Academic Affairs 0 05/0311 10:41 AM
& |Ab,JE " 01013797 ABJEXKX CCM End User ROLLA Provost Academic Affairs 0 05/0311 10:41 AM
9 |Ab,JE " 01013797 ABJEXKK ARBI-End User ROLLA Provost Academic Affairs 0 05/0311 10:41 AM
10 Ab,JE " 01013797 ABJEXXX APPROVER ROLLA Provost Academic Affairs 0 05/0311 10:41 AM
11 Ab | F F 01013797 ARIEYEY APPO.Fnd |lear Mo PO Vouchar BOLLA Proyost Academic Affair 0 08/07%341.10-41 AN
(19 |Ab EL " 10247034 | ABEKXX ePro Reg-Receiving User ROLLA Provost Academic Affairs 0 03/12/08 10:22 AM )
20 |Ab EL " 10247034 ABEKXX Approver ONLY ROLLA Provost Academic Affairs 0 03/12/08 10:22 AM
21 |Ab EL " 10247034 ABEKXX APPO-End User-Non-PO Voucher ROLLA Provost Academic Affairs 0 03/12/08 10:22 AM
LEL 10247 A rovost Academic Affairs i 032! : \
96 |AlLL ME " 10234138 ALMEXX ePro Req-Receiving User ROLLA Provost Academic Affairs 0 No Record of Login
595 1 y
33>), : :
UMSYSTEM.EDU AdvancingMissour
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Presenter
Presentation Notes
As noted previously, the report, as delivered, can be quite intimidating and almost unusable.  By filtering as we discussed it is more manageable and useable.  The filtered report would contain only the information pertinent to the reviewer’s business unit, department, and division. This facilitates an effective review.  As we discussed earlier, this report has been filtered to include only the Rolla Business Unit, the Provost Division, and the Academic Affairs Department.

One of the first things a reviewer will notice is that some of the users are printed in red type.  The red type indicates a user who hasn’t logged in for at least 6 months.  These users should be evaluated to determine if there is a reason to retain their access or whether their access rights should be revoked.


Also note one user has never logged into the system.  A determination should be made as to why,   and if the user’s access should be revoked.


Next:  The list of users should be reviewed to determine if the persons listed are still employed in the area.  If not, your department fiscal officer or campus accounting office should be contacted and the required corrective action taken.  Similarly, if someone in your department is missing from the list, determine why and make any adjustments.



.

PeopleSoft Financials User Access Report

User Name

EmplID,

Assigned Role

Business
Unit

Division

by

Department
Name

Empl
-1 Rec#

Last
Login

OperlD
¥  Locke: ¥

Dept

~ Changt

UMSYSTEM.EDU

b I D B B B B B B . B B B B B

102459192
10249192
10249192
01013797
01013797
01013797
01013797
01013797
01013797
01013797
10247034
10247034
10247034
10247034
10234138

ABJEXIK
ABJEXXK
ABJEXNK
ABJEXXK
ABJEXXK
ABJEXIK
ABJEXXK
ABEKXX
ABEKXX
ABEKXX
ABEKXX
ALMEXX

APPROVER

ePro Reg-Receiving User
APPO-End User-Non-PO Voucher
UPG_QTDISPLA

ePro Reg-Receiving User
UPG_CHARTFLD

CCM End User

ARBI-End User

APPROVER

APPO-End User-Non-PO Voucher
ePro Reg-Receiving User
Approver ONLY

APPO-End User-Non-PO Voucher
APFPROVER

ePro Req-Receiving User

ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA

17

Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost

Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs

0

0
0
0
0
0
0
0
0
0
0
0
0
0

04/27/1112:09 PM
04/27/11 12:09 PM
04/27/1112:09 PM
05/03/11 10:41 AM
05/03/11 10:41 AM
05/03/11 10:41 AM
05/03/11 10:41 AM
05/03/11 10:41 AM
05/03/11 10:41 AM
05/03/11 10:41 AM
03/12/08 10:22 AM
03/12/08 10:22 AM
03/12/08 10:22 AM
03/12/08 10:22 AM
No Record of Login

. . -
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Presenter
Presentation Notes
The Roles assigned to each user should be reviewed and a determination made as to the appropriateness of this role.  Questions to consider include: 

Does the user’s job require them having this role?

Does the user’s job require a role that has not been assigned to them? 

For example, does someone have the ability to input a Cash Receipts Report when they do not handle cash? And the reverse applies - does someone have Accounts Receivable responsibilities but does NOT have ARBI access? 

If an adjustment to a user’s role is required, the department fiscal officer or campus accounting office should be contacted. 



.

PeopleSoft Financials User Access Report

APPO_FICA_REFUNDS
APPO_HOLDFLAG
APPO_HOLDFLAG_TEMP
APPO_H_EPRO_BUYER
APPO_H_EPRO_REQENTRY
APPO_H_POENTRY
APPO_H_POVIEW
APPO_H_VENDOR_APPROVAL
APPO_H_VENDOR_DEFINE
APPO_H_VENDOR_REPORTING
APPO_MICROFILM_INDEXING
APPO_NPOASSOCRCVR
APPO_PAYENTRY
APPO_POENTRY
APPO_POVIEW
APPO_QUICKINVOICE
APPO_RECENTRY
APPO_ROLLOVER

APPO STDNTSELFSERVICE

APPO-FICA-Resident-Refunds
Allocations
APPO_HOLDFLAG_TEMP
HOSPT - ePro Buyer

HOSPT - ePro Requistions/Recvn
HOSPT - Purchase Order-Create
HOSPT -Req,PO,RFQ, Cntrets-View
HOSPT-Vendor Approval/Procssng
HOSPT - Define Vendors

HOSPT - Vendar Reporting

APPO Microfilm Indexing

APPO Non-PO Associate Receiver
Create/Run Pay Cycles

Purchase Order Creation

Req.PO RFQ,Cntrcts - View Cnly
APPO-Quick Invoice

Receiving

APPO_ROLLOVER

APPO Student Self-Service

W 4 v H | User Access CCM Rule Assignment Role Permission Lists FS Role Approvers

FS Role Approval Matri:[ Permission Lists %1 ]

Ready

UMSYSTEM.EDU
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Presenter
Presentation Notes
If a reviewer is uncertain as to what a particular user role means, a tool is available.  (Click)  At the bottom of the report there is a tab labeled . . .  “Permission Lists” .            Click on the tab to view a brief description of the roles.


.

PeopleSoft Financials User Access Report

User Name EmpliD

Assigned Role

Business

Unit

|

Division

Department
Name

Empl

-/ Rec#~ Locke ~

Last
Login

OperlD

Dept
~ Chang: ~

10249192
10249192
10249192
01013797
01013797
01013797
01013797
01013797
01013797
01013797
10247034
10247034
10247034
10247034
10234138

MY T Y T Y YT YT Y YT YNYTYT YN

UMSYSTEM.EDU

ABJEXXX
ABJEXXX
ABJEXXX
ABJEXXX
ABJEXXX
ABJEXXX
ABJEXXX
ABEKXX
ABEKXK
ABEKXX
ABEKXX
ALMEXX

APPROVER

ePro Reg-Receiving User
APPO-End User-Non-PO Voucher
UPG_QTDISPLA

ePro Reg-Receiving User
UPG_CHARTFLD

CCM End User

ARBI-End User

APPROVER

APPO-End User-Non-PO Voucher
ePro Reg-Receiving User
Approver ONLY

APPO-End User-Non-PO Voucher
APPROVER

ePro Req-Receiving User

ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA

19

Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost
Provost

Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs
Academic Affairs

0

0
0
0
0
0
0
0
0
0
0
0
0
0
0

0472711 12:09 Pl
04727111 12:09 PN
04727111 12:09 PN
05/03/11 10:41 AN
05/03/11 10:41 AN
05/03/11 10:41 Al
05/03/11 10:41 Al
05/03/11 10:41 Al
05/03/11 10:41 Al
05/03/11 10:41 Al
03/12/08 10:22 Al
03/12/08 10:22 AN
03/12/08 10:22 AN

0312708 10:22 Al
No Record of Log

. . -
AdvancingMissour


Presenter
Presentation Notes
Another condition that might need review is the Column “Dept Change”.  An entry in this column indicates that since the last report, a person’s HR appointment has changed, This might include instances such as promotion, demotion, or  lateral transfer, and he/she is now in a different department from the previous reporting period.  This should be considered for appropriateness.  




B
Web Applications

» Referred to as “Web Apps”

» University developed front end to PeopleSoft
-inancials

> Eases task of transaction entry
> Helps reduce chance for error
> Provides access to other reports and functions

UMSYSTEM.EDU AdVancmngssour 1


Presenter
Presentation Notes
Web Applications, also known as Web Apps, is a front-end system created by the University to substantially ease the tasks of entering transactions to or retrieving information from the PeopleSoft Financials system.   Web Apps takes common transactions, such as Cash Receipts Reports and Journal Entries, and puts them into a form that prompts the user to include all required information.  Web Apps security limits a user’s access to only those functions required by their responsibilities.

The system also performs certain edits on transactions, such as ensuring total debits equal credits. The functions available through Web Apps also restrict users to certain ChartFields for a particular type of transaction. These help to reduce the probability of error.  

In addition to easing the task of transaction entry, Web Applications also provides access to other reports, such as those from the Human Resources, Student, and Financial systems.  


B
Web Applications

User Name EmplID Web App Name Bus::l:e;sUni e[ User's Division User's Dept
DK "0249192 MoCode Create ROLLA Provost Academic Affairs
"10249192 PS CRR ROLLA Provost Academic Affairs
10249192 PS Financial Reports ROLLA Provost Academic Affairs
10249192 PS Journal Entry ROLLA Provost Academic Affairs
"10249192 PS Search Options ROLLA Provost Academic Affairs
01011388 PS CRR ROLLA Provost Academic Affairs
01011388 PS Financial Reports ROLLA Provost Academic Affairs
01011388 PS Search Options ROLLA Provost Academic Affairs
01017695 Grants Pending/Current/Complt ROLLA Provost Academic Affairs
01017695 MoCode Create ROLLA Provost Academic Affairs
01017695 PS CRR ROLLA Provost Academic Affairs
01017695 PS Financial Reports ROLLA Provost Academic Affairs
01017695 PS Journal Entry ROLLA Provost Academic Affairs
01017695 PS Search Options ROLLA Provost Academic Affairs
01014821 Legacy Applications ROLLA Provost Academic Affairs
01014821 MoCode Create ROLLA Provost Academic Affairs
01014821 PS CRR ROLLA Provost Academic Affairs
01014821 PS Financial Reports ROLLA Provost Academic Affairs
01014821 PS Journal Entry ROLLA Provost Academic Affairs
01014821 PS Search Options ROLLA Provost Academic Affairs

[=1
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Presenter
Presentation Notes
As noted in the beginning, the report as delivered can be quite intimidating and almost unusable.  By filtering as we discussed it is much more manageable and useable. Continuing our example, this report was filtered to include only employees in the 

ROLLA Business unit, 

Provost’s Division, and

in the department of Academic Affairs.



B
Web Applications

User Name EmplID Web App Name b usiness Unit |7 User's Division User's Dept

DK "0249192 MoCode Create Provost Academic Affairs
"10249192 PS CRR Provost Academic Affairs
10249192 PS Financial Reports Provost Academic Affairs
10249192 PS Journal Entry Provost Academic Affairs
"10249192 PS Search Options Provost Academic Affairs
01011388 PS CRR Provost Academic Affairs
01011388 PS Financial Reports Provost Academic Affairs
01011388 PS Search Options Provost Academic Affairs
01017695 Grants Pending/Current/Complt Provost Academic Affairs
01017695 MoCode Create Provost Academic Affairs
01017695 PS CRR Provost Academic Affairs
01017695 PS Financial Reports Provost Academic Affairs
01017695 PS Journal Entry Provost Academic Affairs
01017695 PS Search Options Provost Academic Affairs
01014821 Legacy Applications Provost Academic Affairs
01014821 MoCode Create Provost Academic Affairs
01014821 PS CRR Provost Aradnmmic Afaire

01014821 PS Financial Reports Provost — .
01014821 PS Journal Entry Provost A - ACUVe
01014821 PS Search Options Provost .
R=Retired
T = Terminated

- e I e R o R - N e I e TR e B I e R e T e Y e T e TR e TR - |
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Presenter
Presentation Notes
The column headed  “Empl Status” indicates the status of the employee. 
“A” means this is an active employee. 
“R” indicates this employee is retired and 
“T” means the employee has been terminated.

The reviewer should question why an employee in Retired or Terminated status remains a user.

In the Web Apps report there is a column for “Access Level”.  This is explained on the next slide. 



B
Web Applications

People Soft Journal Entry Security Levels
(update capability)
For more information about each security level see details below.

Correcting e Journal | Payroll

Entry Sg:frje Entry |Correction

]

Transfer Entry User

b X Accounting
OSPA
CE/NSE/E/PCEMRE
CE/NSEMEMRE
CEASE/E
CE/NSE/E/PCE
CE/ASE
CE/NSE/PCE
PCE Only
CE/NSE/PCEMRE
Approvals Only

sl e e | - - e e

o || =@ m| || k| =
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Presenter
Presentation Notes
Access level further restricts what an individual user can do within the system.  The Access Level controls how much or how little a person can do.  This table lists the journal entry access levels, showing what types of journal entries are allowed for each level.  While reviewing a user’s access, the access level assigned to an individual should be evaluated to determine if it fits the user’s roles and responsibilities.  Refer to the Controller’s Web Site for training on the different transaction types and their usage.





B
Web Applications

User Name EmplID /7 Web App Name Bus::l:e;sUni K User's Division User's Dept
DK "0249192 MoCode Create ROLLA Provost Academic Affairs
"10249192 PS CRR ROLLA Provost Academic Affairs
10249192 PS Financial Reports ROLLA Provost Academic Affairs
10249192 PS Journal Entry ROLLA Provost Academic Affairs
"10249192 PS Search Options ROLLA Provost Academic Affairs
01011388 PS CRR ROLLA Provost Academic Affairs
01011388 PS Financial Reports ROLLA Provost Academic Affairs
01011388 PS Search Options ROLLA Provost Academic Affairs
01017695 Grants Pending/Current/Complt ROLLA Provost Academic Affairs
01017695 MoCode Create ROLLA Provost Academic Affairs
01017695 PS CRR ROLLA Provost Academic Affairs
01017695 PS Financial Reports ROLLA Provost Academic Affairs
01017695 PS Journal Entry ROLLA Provost Academic Affairs
01017695 PS Search Options ROLLA Provost Academic Affairs
01014821 Legacy Applications ROLLA Provost Academic Affairs
01014821 MoCode Create ROLLA Provost Academic Affairs
01014821 PS CRR ROLLA Provost Academic Affairs
01014821 PS Financial Reports ROLLA Provost Academic Affairs
01014821 PS Journal Entry ROLLA Provost Academic Affairs
01014821 PS Search Options ROLLA Provost Academic Affairs
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Presenter
Presentation Notes
The reviewer should review the Web Apps assignments,         which show the different types of activities a user would have access to.  Questions a reviewer should consider include:

Under Web App Name, is it appropriate for a particular individual to have the roles assigned to him or her? 

Does someone not have a particular role assignment that they need for their role? 

Does this report contain all of the people it should?

Is there anyone on the report who should not be here?




.

PeopleSoft Human Resources User Access

Role kY

Dept’™”,

Time | ASIA DeptiD

Query

Kei ~ |Assignme ~ | Acce:

n "
Last Changed
Login v | Dept:~

UMSYSTEM.EDU

710249192 |AA
710249192 |AA
"01011388 [C

"01017695
F01017685
"01017685
"01017685
"o1014821
"01014821
"01014821
"01014821
"o1014821
"01014821
"01021429
"01021429
"01021429
"01021429
701021429
"01021429
"01021429
"01025537
701025537
"01025537
"01025537
"10195761
"01046554

"01046884

"01046584
"01046884

OA

TL Time Keeper
TL Approver

OA

OAJEDDE

TL Approver

TL Time Keeper

OAJEDDE

Query - Basic

Salary Admin - Division Admin
TL Approver

TL Time Keeper

OA

DAJEDDE
CQuery - Basic
Salary Admin - Division Admin
TL Appraver

TL Time Keeper
OA

OAJEDDE

TL Appraver

TL Time Keeper
TL Approver

OA

OAJEDDE
Query - Basic
TL Time Keeper

25

Y

04720010 10:31 AM
0420010 10:31 AM
06M2/08 10:20 AM
05/03/11 09:17 AM
05/03/11 09:17 AM
05/03/11 09:17 AM
05/03/11 09:17 AM
05/04/M11 02:09 PM
05/04/11 02:09 PM
05/04/11 02:09 PM
05/04/11 02:09 PM
05/04/M11 02:09 PM
05/04/11 02:09 PM
05/05/11 01:28 PM
05/05/11 01:28 PM
05/05/11 01:28 PM
05/05M11 01:28 PM
05/05/11 01:28 PM
05/05/11 01:28 PM
05/05/11 01:28 PM
05/05M11 10:10 AM
05/05/11 10:10 AM
05/05/11 10:10 AM
05/05/11 10:10 AM
10022008 12:00 AM
03/08M11 09:16 AM
03/08/11 09:16 AM
03/08/11 09:16 AM
03/08/11 09:16 AM

RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
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Presenter
Presentation Notes
The next report to be coverd is the PeopleSoft Human Resources Access report.  As noted in the beginning, the report as delivered can be quite intimidating and almost unusable.  By filtering as we discussed it is much more manageable and useable.   Continuing with our example, the report has been filtered to include only  

the ROLLA Business Unit, . . . 

The Provost’s Division . . 

and the Department  of Academic Affairs”  


The result of the filtering is a more manageable report.



.

PeopleSoft Human Resources User Access

Aa, DK

Far
LR,

Da Il G

710249192 [AADK
"01011385 |CADXS
"01017695 MGD

Da, I
Da MG
Da MG

T01 I
"01017685 MGD
"01017685 MGD
"010145821 DAPA
701014821 DAPA
"01014821
"01014821
"o1014821
"01014821
"01021429
"01021429
"01021429
"01021429
701021429
"01021429
"01021429
"01025537
701025537
"01025537

oro20057
"10195761
"01046884

UMSYSTEM.EDU

Ut v
"01046884 WIRL
"01046384 WIRL

- OMEDDE

Role

TL Time Keeper
TL Approver
DA

ROLLA
ROLLA
ROLLA

TL Approver
TL Time Keeper

OAJEDDE

Query - Basic

Salary Admin - Division Admin
TL Approver

TL Time Keeper

OA

DAJEDDE

CQuery - Basic

Salary Admin - Division Admin
TL Appraver

TL Time Keeper

OA

OAJEDDE

TL Appraver

=Ts] I
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA

RPROV
RFROV
RPROV
RPROV
RPROV
RPROV
RFROV
RPROV
RPROV
RPROV
RFROV
RPROV
RPROV
RPROV
RPROV
RFROV
RPROV
RPROV
RPROV
RFROV
RPROV
RPROV

RACADAFF
RACADAFF
RACADAFF
FALALA

RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF
RACADAFF

0420010 10:31 AM
06M2/08 10:20 AM
05/03/11 09:17 AM
Uil U AlY
05/03/11 09:17 AM
05/03/11 09:17 AM
05/04/M11 02:09 PM
05/04/11 02:09 PM
05/04/11 02:09 PM
05/04/11 02:09 PM
05/04/M11 02:09 PM
05/04/11 02:09 PM
05/05/11 01:28 PM
05/05/11 01:28 PM
05/05/11 01:28 PM
05/05M11 01:28 PM
05/05/11 01:28 PM
05/05/11 01:28 PM
05/05/11 01:28 PM
05/05M11 10:10 AM
05/05/11 10:10 AM
05/05/11 10:10 AM

TL Approver
QA

AL ey
ROLLA
ROLLA

Query - Basic
TL Time Keeper

26

ROLLA
ROLLA

TR
RPROV
RPROV

RPROV
RPROV

T
RACADAFF
RACADAFF

RACADAFF
RACADAFF

u - Ealld
10022008 12:00 AM
03/08/11 09:16 AM

- Al
03/08/11 09:16 AM
03/08/11 09:16 AM
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Presenter
Presentation Notes
One thing a reviewer might notice are the users highlighted in Red.   This indicates a user who has not accessed the HR system in at least 6 months.  The need for this person’s continued access should be questioned.

As with other reports, the reviewer should examine the roles assigned to the individuals and determine if these are consistent with the individual’s job responsibilities. 




D
PeopleSoft Human Resources User Access

DIRDEPOSITACHY Direct Deposit ACH View Only
DS0121 Departmental Security Class
DS0189 Departmental Security Class
DS0281 Departmental Security Class
DS0516 Departmental Security Class
EBEMNEFITS eBenefits
EMPRVCOR Employee Review + Cormrection
EPAY ePay Self Senvice
EPROFILE eProfile - End Users
ERETIREE eRetiree Self Service
FLADMIN Firstlogic Administrator
FO Processors
FOCORR Processors - Correction
GMSETUP Grants Management Setup
GRIEVNCS Grievance-Coordinator
GRIEVNDE Grievance-Data Entry
HCCPCO1500 Administer eProfile
HCCPHR2060 Employee Review - Admin
HCCPHR3000 Setup Workforce Tables
HCCPHR3100 Maintain Positions
HCCPHR3110 Create Budget
HCCPHR3120 Report & Reg =t
HCCPHR3140 Create Reffs for Open Positions
HCCPHR3200 Maintain fompentency Tables
HCCPHR3210 Employed Competency
HCCPHR3220 Match Arfalvsis

4+ W] Role Permissionlifs -~ User ficcess | Active Permissifin Lists . ¥J 0| m
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Presenter
Presentation Notes
Some of the role names may be confusing or unclear.   At the bottom of the report is a tab labeled “Active Permission Lists”.  Click on this tab to view     

        a listing of all active permission lists         

       with a brief description of that list’s meaning. 


.

PeopleSoft Human Resources User Access

14 User,
15 |User,
16 User,
17 User,
18 User,
19 User,
21 User,

Uanie

number one
number one
number one
number one
number one
number one
number one

21 |User,

number 2

22 User,
23 User,
24 User,
25 User,

number 2
number 2
number 2
number 2

1]
" 01027942
" 01027942
" 01027942
" 01027942
" 01027942
" 01027942
" 01027942
" 10252305
" 10252305
" 10252305
" 10252305
" 10252305

26 [User,

numkber 2

I 10252305

27 User,
28 User,
29 User,
30 User,
31 User,
32 User,
33 User,
34 User,
35 User,
36 User,
37 User,
38 User,
39 User,
40 User,
41 User,
42 User,
43 User,

UMSYSTEM.EDU

number 2
number 2
number 2
number 2
number 2
number 2
number 2
number 3
number 3
number 3
number 3
number 3
number 3
number 3
number 3
number 3
number 3

" 10252305
" 10252305
" 10252305
" 10252305
" 10252305
" 10252305
" 10252304
" 01013797
" 01013797
" 01013797
" 01013797
" 01013797
" 01013797
" 01013797
" 01013797
" 01013797
:01013?9?

LUSERN1
LUSERN1
LUSERN1
USERN1
USERNA1
USERNA
LUSERN1
USERMN2
USERMN2
USERMZ
USERMZ
USERM2
USERM2
USERMN2
USERMN2
USERMZ
USERMZ
USERMZ
USERM2
USERM2
USERMN3
LUSERMN3
USERM3
USERM3
USERM3
USERM3
USERM3
USERMN3
USERMN3
USERM3

pprover
051000
051000
DS1000
MNGPOSRO
DA,

TL Approver

TL Time Keeper

DS 1461

28

DS51461
051461
051461
051461
051461
051461
DS1461
051461
051461
051461
051461

TL Approver

DS0896
DS0896
MNGPOSRO
DA
OAPERS
Query - Basic

Salary Admin - Division Admin

TL Approver
TL Time Keeper

COLUM
CEBIOLAB
CVTPATH

| | SADMNAUX

SATHLTCS
SCTRSTDS
SHOUSING
SLOPERATE
SMULTICU
SRECSPRT
SEESLIFE
SETAF
SSTUACT
SUMSLPRP
SWELCOME

RADM
ROLLA

< <|<|< << << << <<
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Presenter
Presentation Notes
There is a user role DSXXXX.  This is a coding that ties certain aspects of the security tables to each other.  To illustrate, consider     

User number 2.  

In this example,      User number 2 -    - - -  through the use of the Role “DS1461” - - -  - has rights to department ID  “SADMNAUX“.     

What should the reviewer consider with this?  In this case, the reviewer may question why User number 2 has been given rights to multiple departments?

IF a DS number is followed by a blank DeptID column, there is no significance to it for the purposes of this review and can be ignored.

It should be noted that the role ALLPAGES is one that is only given to a few individuals.   Thus, if someone in your area has this role, the reviewer should question the appropriateness.


D
PeopleSoft Human Resources User Access

; . .
User's User's Last ‘ Changed

e A BU 7| Division -7 Login
710249192 |AA 0A ROLLA | RPROV ACADA 04/20/10 1031 AN
"10249192 |AA TL Time Keeper ROLLA |RPROV ACADA 04/20/10 10-31 Al
01011388 | CAD) TL Approver ROLLA |RPROV 06A2/02 10:20 AN
"01017695 OA ROLLA RPROV 0510311 0917 AM
r01017695 OAJEDDE ROLLA | RPROV RACADAFF 0510311 0917 AM
01017695 TL Approver ROLLA | RPROV RACADAFF 0510311 0917 AM
01017695 TL Time Keeper ROLLA | RPROV RACADAFF 0510311 0917 AM
01014821 DA, ROLLA  RPROV RACADAFF 05/04/11 02:00 P
r01014821 DAP; OAJEDDE ROLLA RPROV RACADAFF 05104111 02-09 P
r01014821 | DAP: Query - Basic ROLLA | RPROV RACADAFF 05104111 02:09 P
"01014821 | DAP; Salary Admin - Division Admin ROLLA | RPROV RACADAFF 05104111 02:09 P
01014821 DA, TL Approver ROLLA  RPROV RACADAFF 0510411 02:00 P
r01014821 DAP; TL Time Kesper ROLLA RPROV RACADAFF 05104111 02-09 P
r01021429 ROLLA | RPROV RACADAFF 05105111 01:28 PM
r01021429 OA ROLLA | RPROV RACADAFF 05105111 01:28 P
"01021429 OAJEDDE ROLLA | RPROV RACADAFF 0510511 01-28 P
01021429 Query - Basic ROLLA  RPROV RACADAFF 05/05/11 01:28 P
r01021429 Salary Admin - Division Admin ROLLA RPROV RACADAFF 0505111 01-28 P
r01021429 TL Approver ROLLA | RPROV RACADAFF 0505111 01:28 P
01021429 TL Time Keeper ROLLA | RPROV RACADAFF 0510511 01-28 P
r01025537 P OA ROLLA RPROV RACADAFF 05/0511 10:10 AM
r01025537 P OAJEDDE ROLLA RPROV RACADAFF 05/05/11 10-10 AM
r01025537 P TL Approver ROLLA RPROV RACADAFF 05/05/11 10-10 AM
r01025537 P TL Time Keeper ROLLA RPROV RACADAFF 05/05/11 10-10 AM
"10195761 SCRW TL Approver ROLLA RPROV RACADAFF 10/22/09 12:00 AN
r01046884 OA ROLLA RPROV RACADAFF 0310211 09:16 AM
r01046884 v OAJEDDE ROLLA RACADAFF 03/08/11 0916 AM
r01046884 Query - Basic ROLLA RACADAFF 03/08/11 0916 AM
"01046884 TL Time Keeper ROLLA RACADAFF 03/08/11 0916 AM

Depts ~
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Presenter
Presentation Notes
The report also contains a column headed “ASIA DeptID Assignments”.  If there is an entry in this column, the user may have the ability to make other changes to payroll information, such as the rate of pay, within the listed DeptID.  

In reviewing the report, the reviewer should pay attention to persons with this assignment.   However, the ability to actually affect a change is limited to only those persons who also have the SLADMDE “salary administrator” role. 




.

PeopleSoft Student Administration

UMSYSTEM.EDU

User Name

v‘ Empll"v‘

User ID

Assigned Role

User's
Division ~

Login =

— For ROLLA Registrar ONLY —

Ab.D
ABSA, M
AC.R
Ad,CF
Ad,FF

RREGISTRAR

2012616 ABD
0243892 ABSAM
01001248 ACR
10206574 ADCF
01009797 ADCF
01009797 ADCF
10245937 ADAM
07055463 AHJC
"07055463 AHJC
:01037012 AHDL

Ahm,M F
Ahr.C 8

Registrar-Only-ROLLA
Self-Service Instructr-Advisor
Self-Service Instructr-Advisor
Self-Service Instructr-Advisor
Registrar-General Ing-ROLLA
Cashiers-Dept Secretary-ROLLA
Registrar-General Ing-ROLLA
Self-Serice Instructr-Advisor
Self-Serice Instructor
ADMISSIONS STUDENTS - ROLLA

Self-Senvice Instructr-Advisor ROLLA

712329296 | AHMMF
"10247122 AHRCS

Ako K
Ak.E

ADMH
ADMH

4 M

Role Permission Lists

1

10200114 AKE
10253456 ADMH
10253456 ADMH
10261431
01022661
01022661

01022661

01022661
"01022661

10195697

10195697
01031558 -

01002573
01002573

01011687 -
01002097 -
01002097 -

01002097

01005800
01031611

0221517

01002829
01058729 -

"01058729
12258416
10225631
"01008903
10229625

Permission Lists

SAPRD User Access

Self-Service Instructor ROLLA

Registrar-Restricted Ing-ROLLA ROLLA RIATS Information Technalo
T2o00n AR o i—gemce [SIEE (0 nwy s ] |!ary Beence - Krmy

ROLLA
ROLLA
ROLLA
ROLLA
ROLLA
ROLLA

Self-Senvice Instructr-Advisor
Registrar-Dept Chairs-ROLLA
Self-Service Instructr-Advisor
Self-Service Instructor
Registrar-Remove Adv HId-ROLLA
Registrar-Dgr Audit Prnt-ROLLA
ADMISSIONS STUDEMNTS - ROLLA
Cashiers-Dept Secretary-ROLLA
Registrar-Dept Secs-ROLLA
Cashiers-Inquiry-ROLLA
Registrar-General Ing-ROLLA
Registrar-Restricted Ing-ROLLA
Registrar-Dept Chairs-ROLLA
Self-Service Instructr-Advisor
SA COLUM Developers
Cashiers-Inquiry-ROLLA
Cashiers-Stdnt Activity-ROLLA
Registrar-General Ing-ROLLA
Self-Senvice Instructr-Advisor
Query Access ONLY
Self-Serice Instructor
Self-Serice Instructr-Advisor
Duplicate EmpllD Check

HR Developer

Self-Service Instructor
Self-Service Instructor
Self-Service Instructr-Advisor

ADMISSIONS REPS - ROLLA

ROLLA
Students-Self-Service+0thr Role 3C Group Access

Neo Record of Login

' N/A !A
RA&ID vil, A\Ll i =
eological Sciences & Engr

RA&ID
RSPON
RSPOMN
RSPON

RA&ID
RSTAF
RSTAF

RA&ID

Electrical & Computer Engineer
Environmental Research Center
Energy Research and Dev Ctr
Energy Research and Dev Ctr
Mathematics & Statistics
Athletics & Recreation
Athletics & Recreation

History & Pulitical Science

04/12/11 01:06 PM
04/19/11 10:29 AM
03/25/11 0112 PM
03/28/11 12:32 PM
04/11/11 08:16 AM
04/11/11 08:16 AM
04/18/11 09:28 PM
04/07/11 02:54 PM
04/07/11 02:54 PM
04/12/11 11:36 AM

RA&ID Geological Sciences & Engr

Neo Record of Login
04/19/11 09:21= 1

RA&ID Mathematics & Statistics
RA&ID Chemical & Biological Engineer
RA&ID Chemical & Biological Engineer

Wa 14T Ut

04/13/11 03:13 PM
04/11/11 02:04 AM
04/11/11 02:04 AM

RA&ID Mining & MNuclear Engr

01/11/11 09:05 AM

Chemical & Biological Engineer
Chemical & Biological Engineer
Chemical & Biological Engineer
Chemical & Biological Engineer
Chemical & Biological Engineer
Accounting/Fiscal Senices
Accounting/Fiscal Senvices
Video Communication Center
Office of Graduate Studies
Office of Graduate Studies
Student Information Systems
Student Life

Student Life

Student Life

Mechanical & Aerospace Engin
Information Technology
Technology Transfer

Geological Sciences & Engr
VP Human Resources

VP Human Resources

Library & Learning Resources
Engineering Education Center
Mechanical & Aerospace Engin

Communications
Service Indicator Access

Academic Program Security

04/18/11 09:45 AM
04/18/11 09:45 AM
04/18/11 09:45 AM
04/18/11 09:45 AM
04/18/11 09:45 AM
04/05/11 01:44 PM
04/05/11 01:44 PM
04/05/11 12:12 PM
01/12/11 07:48 PM
01/12/11 07:48 PM
03/16/11 01:44 PM
04/14/11 12:63 PM
04/14/11 12:63 PM
04/14/11 12:53 PM
04/15/11 08:14 AM
01/26/11 06:14 PM
04/13/11 10:27 AM
04/19/11 10:37 AM
04/08/11 12:10 PM
04/08/11 12:10 PM
04/07/11 01:46 PM
03/21/11 02:38 PM
04/11/11 02:31 PM
4!’19!’11 10:12 AM
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Presenter
Presentation Notes
The final PeopleSoft report we will cover is the access listing for Student Administration.  Unlike other PeopleSoft Security access reports, the report for Student Administration is generated by Business Unit.  Thus, to continue with our example, it would not need to be filtered by the Rolla business unit because this has already been done for us.  

However a reviewer may still want to filter by Division and 

   Department to make the report more manageable. 

   One of the first things for a reviewer to note are any users printed in Red.  This indicates the user has not logged into the Student system for an extended period of time.   For users at Kansas City and Missouri S&T this time period is 6 months, for St Louis it is 9 months, and for Columbia it is 1 year.  In this instance, the user has never logged into the Student system. The reviewer should question why this user should continue to have access to the system.  For example, this may be a new user but could also indicate the user no longer needs access.

As with the other security reports, the reviewer should ensure individuals assigned to the reviewer’s area are appropriate for the area and conversely that no one has been omitted.  



.

PeopleSoft Student Administration

UMSYSTEM.EDU

Role Name

Role Description

Assigned Perm. List

Perm. List Description

ADMISSIONS - CORRECTION-ROLLA  Admissions-Correction - ROLLA

ADMISSIONS - WEB APPLICATION

ADMISSIONS DIRECTOR - ROLLA
ADMISSIONS DIRECTOR - ROLLA

ADMISSIONS OPERATIONS - ROLLA

ADMISSIONS REPS - ROLLA

ADMISSIONS STUDENTS - ROLLA

Admissions Athletics - ROLLA
App Designer - Display Only
Cashier-Minority Engnrng-ROLLA
Cashiers-Bookstore-ROLLA
Cashiers-COC-ROLLA
Cashiers-Chemistry-ROLLA
Cashiers-Dept Secretary-ROLLA
Cashiers-Dept Secretary-ROLLA
Cashiers-Dept Secretary-ROLLA
Cashiers-Housing-ROLLA
Cashiers-nquiry-ROLLA
Cashiers-Inquiry-ROLLA
Cashiers-Intl Affairs-ROLLA
Cashiers-Leach-ROLLA
Cashiers-Libraries-ROLLA
Cashiers-Manager-ROLLA
Cashiers-Manager-ROLLA
Cashiers-Manager-ROLLA
Cashiers-Manager-ROLLA
Cashiers-Manager-ROLLA

Cashiers-NRA Tax Report-ROLLA

Cashiers-Printing-ROLLA
Cashiers-Prof Develop-ROLLA
Cashiers-Staf-ROLLA
Cashiers-StafFROLLA
Cashiers-StafF-ROLLA
Cashiers-Stdnt Activity-ROLLA
Cashiers-Student Health-ROLLA
Cashiers-Student ID-Rolla
Cashiers-Univ Police-ROLLA
Cashiers-Video Com-ROLLA
Change Control Supenvisor
Change Contral Supenisor
Change Control Supenisor

P .

hange Control Supenisor

hange Contral Supenisor
¥ | Role Permission Lists

)

rmission Lists

Admissions Web Application
Admissions Director - ROLLA
Admissions Director - ROLLA
Admissions Operations - ROLLA
Admissions Reps - ROLLA
Admission Students - ROLLA
Admissions Athletics - ROLLA
App Designer - Display Only
Cashier - Minarity Engineering
Cashiers - CC Bookstore
Cashiers - CC COC

Cashiers - CC Chemistry
Cashiers - Dept Secretary
Cashiers - Dept Secretary
Cashiers - Dept Secretary
Cashiers - CC Housing
Cashiers - Inquiry

Cashiers - Inquiry

Cashiers - CC Int'| Affairs
Cashiers - CC Leach Theatre
Cashiers - CC Libraries
Cashiers - Manager

Cashiers - Manager

Cashiers - Manager

Cashiers - Manager

Cashiers - Manager

Cashiers - NRA Tax Report
Cashiers - CC Printing
Cashiers-Professional Develop
Cashiers - Staff - ROLLA
Cashiers - Staff - ROLLA
Cashiers - Staff - ROLLA
Cashiers - CC Student Activity
Cashiers - CC Student Health
Cashiers - CC Student ID
Cashiers - CC Univ. Police
Cashiers - CC Video Com
Change Control Supenvisor
Change Contral Supenisor
Change Control Supenisor
Change Control Supenvisor
Change Contral Supenisor

Change Control Supenisor
SAPRD User Access

RADMCORR
ADMWEB
RADMDIR
TREEMGRO
RADMOPS
RADMREPS
RADMSTU
RADMATHLETICS
APDSGNRO
RSFCCME
RSFCCBS
RSFCCCOC
RSFCCCHE
PROCMON
RSFDEPT
RSFING
RSFCCHOU
PROCMON
RSFING
RSFCCIA
RSFCCLEA
RSFCCLB
PROCMGQRY
RREGCADR
RREGING
RSFCMNGR
TREEMGRO
RSF_10425_TAX_RPT
RSFCCPR
RSFCCPD
PROCMQRY
RREGCADR
RSFSTAFF
RSFCCSA
RSFCCHLT
RSFCCID
RSFCCUP
RSFCCVCM
ALLPAGES
CHNG_SUP
DATAMOVE
DEVTRACE
HCSPCMPINT

PROCSCHD
Students-Self-Service+Othr Role

3C Group Access

Admissions-Correction
Admissions Web Application
Director/Asst Dir of Admiss/FA
Tree Manager - Read Only
Admission Operations Staff
Admission Representatives
Admission Student Workers
Admissions-Athletics

App Designer - Read Only
SF CC Minarity Engineering
SF CC Bookstore

SFCC coc

SF CC Chemistry

Process Manitor

SF Dept Update & Inquiry

SF General Inquiry

SF CC Housing

Process Manitor

SF General Inquiry

SF CC International Affairs
SF CC Leach Theatre Tickets
SF CC Libraries

Process Monitor - Query
Student Group Page
Registrar-Inquiry

SF Cashiering Manager

Tree Manager - Read Only
SF NRA (10425) Tax Report
SF CC Printing

SF CC Professional Development
Process Monitor - Query
Student Group Page

SF Cashiering Staff

SF CC Student Activities

SF CC Student Health
Cashiers-CC Student ID

SF CC University Police

SF CC Video Communications
All Pages

Change Contral - Supervisor
Datamaver

Developer Only Trace WebLib
Standard Comp Intf Permissions
Process Scheduler

Service Indicator Access
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Presenter
Presentation Notes
The roles assigned to individual areas should also be reviewed.  The main objective of the review is to determine if the roles are appropriate based on the user’s job responsibilities.  If a reviewer is uncertain as to the meaning of a particular role,  click on the tab “Role Permission Lists” to see a listing of roles and a brief description.



B
Commerce Connection

» Lists individuals with access to the Commerce
Bank Electronic Banking system.

» Very few individuals have access to this system.
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Presenter
Presentation Notes
The final report we’ll cover is the list of persons with access to the Commerce Connection system.  

Commerce Connection is a system provided by Commerce Bank giving authorized University employees the ability to access electronic transaction information.  It is not a PeopleSoft system and is not accessible via Web Apps.  

Very few people should have access to this system.  With access to Commerce Connection someone can view activity in the bank account and, with the appropriate access, initiate wire transfers.




B
Commerce Connection

User Code User Name EMPLID| ~ ~ 880D ~/UM_CSD ~ DEPTID ~ | DEPTNAME ~ | Address

AUser1 UserA1 0238344

01085315
"0193040
"0245454

"0260512

01054024

"0249408

01018853
"0252239
01001699
"14074755
01029210
‘01004854
01000168
10253448
01008669
‘08300728
01012952
"0221726
01016709
"0233773

01020205

4+ H| Sheetl

UMSYSTEM.EDU

ATUSER

HCFSS

HCEXT

SEXTH

CADMN

ACTRL

KADMMN

SEXTN

ATRE

SRES

CVTMD

CAFNR

CMED

HCREV

ATRE

CATHL

HUREWV

CRSCH

ACTRL

ATRE

CNRSG

AR&ED

CAFNR

33

HFINSVCS

HBUSDEVT

SCONTEDU

CCASHIER

Hospital Financial Senices
Business Development
Continuing Education & Outreac

Cashier, Payroll and Student

ASPONSPGMS Sponsored Programs

KACCTGLN

SCONTEDU

ACASHMGT

SRSCHADM

CVTPATH

CANIMSCI

CUPFINANCE

HPATFIN

AENDERET

CINTCATH

HREGIST

CSPOMNPRG

ACONTROLLR

AEND&RET

CSLNURSG

ATECHA&SP

CAFNRINTAG

Admin Serv Acctg Senvices

Continuing Education & Outreac

Cash Management

Office of Research Administrat
Veterinary Pathobiology
Animal Science

Finance

Patient Financial Senices
Endowment & Retirement
Intercollegiate Athletics
Registration

Sponsored Program Admin
Controller

Endowment & Retirement
School of Mursing
Intellectual Property Admin

Dean CAFNR-Intl Ag Programs

118 University Hall Hospital Accounting
Columbia MO 65211

Senvices

Columbia MO 65211

118 University Hall

Columbia MO 65211

15 Jesse Hall MU Cashiers

Columbia MO 65211

Controller's Office

Columbia MO 65211

118 University Hall UMKC Accounting
Columbia MO 65211

UMSL Computer Education
Columbia MO 65211

118 University Hall

Columbia MO 65211

UMSL Office of Research Administration
Columbia MO 65211

RADIL 4011 Discovery Drive
Columbia MO 65201

118 University Hall UP Cashiers
Columbia MO 65211

Hospital Patient Accounts
Columbia MO 65211

118 University Hall

Columbia MO 65211

Mizzou Ticket Office

Columbia MO 65211

MU Sponsored Programs
Columbia MO 65211

OSPA

Columbia MO 65211

118 University Hall

Columbia MO 65211

118 University Hall

Columbia MO 65211

Hospital Patient Accounts
Columbia MO 65211

475 McReynalds Hall

Columbia MO 65211

UMC Int1 Ag

Columbia MO 65211

118 University Hall Hospital Accounting
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Presenter
Presentation Notes
The access report lists individuals who have been granted access to this information.  A reviewer should examine this list and determine if:

 Anyone from their area of responsibility has access,
 If so, is this access consistent with that individual’s job responsibilities

 The reviewer should note if there are any persons with access who should not have access.  

If any adjustments to Access are required, the Treasurer’s department should be contacted.




B
Summary

» Are any persons listed who should not be there.

» Are any persons nhot listed who should have
access.

» Are the user roles appropriate considering the
user’s job responsibilities.

» Follow-up to ensure any required changes are
made.
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Presentation Notes
In reviewing the various user reports, there are three common review objectives.

First the listing of users should be reviewed to determine if any persons are listed who should not be.  Have terminated, retired, or transferred employees access rights been either revoked or adjusted.

Similarly, are any persons in your area who should have access not listed.  A new employee may not have as yet been given access to the system.  A worse possibility is that a person who needs system access is piggybacking access using another employee’s sign-on information.

and the listing of user roles should be reviewed to determine if they are consistent with the user’s job responsibilities.  

Probably most importantly, when adjustments are required, the reviewer must contact their system administrator to get the changes made and then follow-up to ensure the changes have been made.



®
Additional Information

> APM 2.25.55 Segregation of Duties

> APM 2.25.60 Security Access Validation- Accounting

policy concerning the review of PeopleSoft Security
Access.

> Other related training available:

» Financial Compliance Training Website
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Presentation Notes
Thank you for taking advantage of this training opportunity.

If you have any questions concerning Segregation of Duties, the policy may provide clarification.

Additionally, the policy 2.25.60 covers the security access review.

There are a number of other training programs available on-line.  These programs may be accessed through the Controller’s Web site.

http://www.umsystem.edu/ums/rules/apm/apm2/2.25.55_segregation_of_duties
http://www.umsystem.edu/ums/rules/apm/apm2/2.25.60_-_security_access_validation
http://www.umsystem.edu/ums/rules/apm/apm2/2.25.60_-_security_access_validation
http://www.umsystem.edu/ums/departments/fa/controller/compliance/
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